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Abstract 

This work is devoted to the development of an e-justice system; more specifically a 

web based small claims court. This system was developed to see if it is indeed 

possible for a small claims court to be totally electronically based (or as much as 

possible) hence the term e-justice.  The e-justice system implemented allows a 

claimant to make a claim against a defendant and resolve the claim electronically 

without the need to go to a physical courtroom. The claim can be resolved either by 

the defendant paying the monies owed online, or if a defendant wishes to counter-

claim, then the case is heard in a óVirtual Courtroomô. This óVirtual Courtroomô is 

where the case is óheardô by a judge using webcam feeds relating to the claimant 

and defendant. These webcam feeds could be streamed from the 

claimant/defendantôs personal computer at home, thus eliminating the need to go to 

a courtroom which could be far away. The developed system was evaluated by user 

testing and was proven to be satisfactory in terms of usability and functionality but 

perhaps such a system is not ready to replace the current small claims court in the 

immediate future. It may be that further into the future the entire courts system may 

undergo a digital transformation with the continuing improvement and availability of 

digital technology.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 - 4 - 

CHAPTER 1: INTRODUCTION - 7 - 

BACKGROUND  - 7 - 

AIM OF THIS PROJECT - 8 - 

OBJECTIVES - 8 - 

METHOD - 8 - 

LIMITATIONS OF SCOPE - 8 - 

PROJECT PLAN  - 9 - 

SUMMARY - 9 - 

CHAPTER 2: LITERATUR E REVIEW - 10 - 

JUSTICE AND E-JUSTICE - 10 - 

JUSTICE AND THE JUDICERY SYSTEM - 10 - 

STRUCTURE OF THE UK JUSTICE SYSTEM: - 11 - 

USE OF TECHNLOGY IN THE COURTROOM - 12 - 

VIRTUAL COURTROOM AND E-JUSTICE SYSTEMS - 13 - 

CHAPTER 3 - 15 - 

3.1: OBSERVATIONS AT A LOCAL MAGISTRATESô COURT - 15 - 

3.2: ANALYSIS OF CURRENT SMALL CLAIMS E -JUSTICE SYSTEMS - 16 - 

PAYPAL DISPUTE CENTRE - 16 - 

HER MAJESTYôS COURT SERVICE: MONEY CLAIM ONLINE - 18 - 

3.3: PURPOSE AND SCOPE OF THIS E-JUSTICE PROJECT  - 19 - 

3.4: POTENTIAL WEB SECURITY THREATS - 19 - 

HACKERS ERROR! BOOKMARK NOT DEFINED. 

SOCIAL ENGINEERS ERROR! BOOKMARK NOT DEFINED. 

óMALWAREô:  TROJANS, VIRUSES, SPYWARE AND OTHER MALICIOUS CODE ERROR! BOOKMARK NOT 

DEFINED. 

EXPLOITING SOFTWARE VULNERABILITIES ERROR! BOOKMARK NOT DEFINED. 

OTHER SECURITY VULNERABILITIES ERROR! BOOKMARK NOT DEFINED. 

METHODS OF ATTACK ERROR! BOOKMARK NOT DEFINED. 

CHAPTER SUMMARY - 20 - 

CHAPTER 4: REQUIREMENTS GATHERING, TASK ANALYSIS AND SYSTEM DESIGN - 

21 - 

4.1 LIFECYCLE MODEL - 21 - 

4.2 REQUIREMENTS GATHERING - 22 - 

STAKEHOLDERS  - 22 - 

JUSTICE - 26 - 

CASE MANAGEMENT - 26 - 

USER REQUIREMENTS - 26 - 



 - 5 - 

TECHNOLOGICAL REQUIREMENTS - 27 - 

SECURITY - 27 - 

PERFORMANCE REQUIREMENTS - 27 - 

4.3 TASK ANALYSIS  - 27 - 

USE CASE DIAGRAM: - 28 - 

E-JUSTICE SYSTEM STORYBOARD - 29 - 

4.4 SYSTEM DESIGN - 31 - 

SYSTEM FUNCTIONALITY DESIGN - 32 - 

ASSUMPTIONS MADE DURING DESIGN - 35 - 

USER ACCOUNTS - 36 - 

DATABASE - 37 - 

PROGRAM FUNCTION DESIGN - 38 - 

FRONT-END DESIGN (USER INTERFACE) - 39 - 

TEMPLATE - 40 - 

SECURITY ISSUES - 43 - 

ASPECTS OF THE SYSTEM NOT DESIGNED FOR THIS PROTOTYPE: - 45 - 

SUMMARY - 46 - 

CHAPTER 5: IMPLEMENT ATION - 46 - 

5.1 PROGRAMMING LANGUAGE & DATABASE CHOICE AND JUSTIFICATION - 47 - 

5.2 RESOURCES UTILISED DURING IMPLEMENTATION  - 48 - 

5.2 IMPLEMENTING THE FRONT END DESIGN - 49 - 

5.3.1:  E-JUSTICE SYSTEM HOME PAGE - 49 - 

5.3.2: CREATING A NEW CLAIMANTôS ACCOUNT/ LOGGING INTO AN ACCOUNT - 50 - 

5.3.3: CREATING A NEW DEFENDANTôS ACCOUNT/ LOGGING INTO AN ACCOUNT - 52 - 

5.3.4 VIRTUAL COURTROOM - 53 - 

5.4 DATABASE AND SOFTWARE IMPLEMENTATI ON - 55 - 

5.4.1 DATABASE IMPLEMENTATION - 55 - 

5.4.2 USER REGISTRATION - 56 - 

5.4.3 LOGIN PAGE - 58 - 

5.4.4 CLAIMANT/ DEFENDANT ACCOUNT - 59 - 

5.4.9 JUDGEôS ACCOUNT - 70 - 

5.4.10:  IMPLEMENTING THE WEBCAM STREAMS - 74 - 

5.5 SECURITY ISSUES WITH THIS PROTOTYPE: - 74 - 

IMPLEMENTATION SUMMARY - 75 - 

CHAPTER 6: TESTING, EVALUATION AND CONCL USION - 76 - 

6.1: TESTING - 76 - 

USER REGISTRATION: - 76 - 

LOG IN - 77 - 

CLAIMANT ACCOUNT - 77 - 

6.2: EVALUATION  - 79 - 



 - 6 - 

6.2.1: RESULTS OF THE QUESTIONNAIRE - 80 - 

6.3: FURTHER IMPROVEMENTS AND AREAS FOR RESEARCH - 83 - 

6.4 CONCLUSION - 83 - 

REFERENCES - 85 - 

APPENDICES - 88 - 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 - 7 - 

Chapter 1 : Introduction  
 

Background  

 

The term óDigital Revolutionô has been coined to refer to the continual advancement 

of digital technologies such as computers. It can be said that this also relates to 

computers and the use of technologies becoming more of an integral part of our daily 

lives. Similarly, commerce is increasingly web based and this enables us to óshop 

onlineô in the comfort of our own homes. The media is also encompassing the 

advantages of internet use and is offering such services as television programmes 

óon demandô and headlines being updated on the news website as soon as they 

óbreakô. With such technologies we have to ask ourselves is the Digital Revolution 

actually benefitting us although it is beyond the scope of this project to discuss this 

idea. 

One area where it is not obvious that these technologies are being embraced as 

elsewhere is the courts system.  This project is focusing on the current use of 

technologies within the court system. Therefore we could say that e-justice could be 

defined as an umbrella term for the use of information technology practices within 

the judiciary system. This could relate to the use of IT to write reports and also 

communication, such as e-mail, between the judge and other parties connected with 

the case. It could also refer to the use of technologies to aid the case, such as using 

video footage to present evidence. However for this project we are researching the 

possibility of whether these technologies can be utilised to provide a fully electronic 

justice system (e-justice), whereby, through the use of computing, justice can be 

attained.    
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Aim of this project  

 

The purpose of this project is to develop a suitable e-justice system for the small claims 

court.  

 

Objectives  

 

¶ To gain an understanding of the judiciary system through the literature review & visit 

to a local court 

¶ To gain an understanding of the use of computers and technology in the justice 

system 

¶ Identify what e-justice is and the possibility of alternatives to the traditional court 

system 

¶ Research, review and critically analyse current  (if any) e-justice systems 

¶ Design and implement an electronic justice system prototype for small claims cases 

¶ test the system 

¶ Demonstrate this prototype in a  mock-trial scenario 

¶ Evaluate the effectiveness of the e-justice system implemented and draw 

conclusions on its suitability and possible future research areas 

  

Method  

 

As stated previously, the project will involve designing and implementing an e-justice 

system using quantitative and qualitative methodologies.  After reviewing and 

analysing current e-systems, a prototype system will be created. This prototype will 

be demonstrated in a mock court case; demonstrating how the e-justice system will 

be used and evaluating its effectiveness by conducting a study with those involved in 

the demonstration. Likewise, as the system is being implemented it will constantly be 

tested so that it is adhering to the system design and as much as possible, software 

bugs are identified and eliminated.  

Limitations of Scope  

 

With the justice system being such a huge area to deal with, this project will focus on 

a small claims court. The reason for this being there are fewer legal implications to 

consider when designing a small claims court. This project must also take into 

consideration the ethics and other legal aspects of the judiciary system. Another key 

area to consider is users and usability when designing such a system and the factors 

in HCI (Human-Computer Interaction). Similarly there is the idea of security to take 
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into account.  All these factors must be taken into consideration, but they may not be 

able to be fully implemented in the prototype due to factors such as time constraints. 

 

Project Plan  

 

With this being a substantial project it was important to manage the time effectively.  

To do this the project was broken down into tasks. Some of these tasks required to 

be completed in order for the next task to begin. For example relevant materials on 

the topic had to be located so that a literature review could be written. The bulk of 

the time allocated was dedicated to writing the documentation. The list of activities, 

start/end dates and duration of each activity are represented as well as a Gantt chart 

of the project is shown in figure 1.1.   

 

Summary  
 

This chapter discussed project aims, background and the main deliverables of the 

project. The plan of work was also introduced in this chapter.  The next chapter will 

concentrate on a literature review which will discuss the concept of justice, the court 

systems, and use of technologies within the court system. Finally, current e-justice 

system research that has been carried out by individuals will be discussed. 

 

Figure 1.1 List of activiteis and Gannt Chart of the project  
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Chapter 2: Literature Review  
 

Justice  and e-justice  

 

In order to understand what e-justice is, we have to understand what justice is. 

Justice is a broad area for discussion and there are various interpretations as to 

what justice actually is; ñTheories of justice vary greatly, but there is evidence that 

everyday views of justice can be reconciled with patterned moral preferences 

(Konow,J,.  2003)ò.  One interpretation could be said to be that justice is the 

foundation to our society, John Rawls supports this idea by stating that ñ...justice the 

basic structure to society.ò  (2005,3). Similarly, justice revolves around the notion of 

fairness and that something is ójustô. Another aspect of justice is the legal system. 

This incorporates the idea of fairness and that the judge will give a suitable sentence 

(justice) for a crime that the offender has committed.  

The idea of what justice is can be discussed in much greater depth and indeed there 

are whole books and papers dedicated to this subject. It is also beyond the scope of 

this project to discuss in detail the theory of what justice is. Moreover we could 

conclude now that e-justice for the purpose of this project is using technologies(óeô in 

e-justice) in order to achieve justice. This project is also going to focus on the legal 

system aspect of justice, and will discuss the use of justice and the judiciary system. 

Justice and the Judicery System  

 

For this projected we are mainly dealing with the UK judiciary system. Typically 

judiciary systems involve the courts. David Walker in his book, Oxford Companion to 

Law, describes the court system as ñ...a governmental institution with the authority to 

adjudicate legal disputes and dispense civil, criminal, or administrative justice in 

accordance with rules of law.ò (1980, 301) This is still true of modern day court 

systems in the UK. The courts are a government institution and they settle disputes 

and administer the justice, such as issue fines; give sentences in prison, or a 

combination of them both.   

Courts are classified into two types: Trial and Appellate. As the name suggests trial 

refers to the accused standing trial whereby the prosecution and defence present 

evidence to the jury and judge or exclusively to a judge (bench trial). The disputes 

that are presented in trials include: criminal, civil, administrative, and labour trial. 

Appellate courts are for hearings in which the judgement was not satisfactory by the 

judge or jury and the defendant wishes to appeal against the decision.   
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Similar to the courts being classified into two areas, the types of cases can be 

classified as either being criminal or civil. Criminal cases typically donôt have a 

plaintiff; instead the defendant is indicted (accused formally of a crime) by the 

prosecution. The prosecution uses evidence gathered by the police and testimonies 

from witnesses in an attempt to prove the defendantôs guilt.  It is the job of the 

defendantôs defence team (usually attorneys or lawyers) to prove their innocence. 

This evidence is presentenced in a courtroom to a judge and jury. It is the judgeôs job 

to oversee the case and see that the evidence presented is relevant and then 

ultimately pass sentence. It is not the judge who decides if the defendant is guilty; 

the jury decides based upon evidence presented in the trial.  

Structure of the UK Justice System:  

 

Figure 2.1 (below) explains the court system by describing what types of court deals with the 

different cases. The arrows also show where there is a right of appeal from one court to another. 

 

Figure 2.1: The UK court system explained (HMS, 2008, p.5) 


